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Introduction

RDT is an RPS specific tool that makes the hydrating and provisioning RPS processes user-friendly. RDT leverages the powerful
RPS APl and overlays an easy-to-use user interface to simplify interacting with RPS. It allows users the functionality of hydrating
an RPS database, provisioning RPS on various nodes, and importing RPS data, all within one simple user interface.

O NOTE

RDT v1.0.0 is dependent on RPS v4.0.0 API.

App

RDT is a Windows Presentation Foundation(WPF) app . It is a standalone Windows application and is installed on the machine on
which it is run. It is expected to be installed alongside a valid RPS installation. For more information about how to install and
uninstall RDT, please refer to How to Install and Uninstall RDT.

Use Cases

RDT supports two main use cases: Data Hydration and RPS Provisioning.
Data Hydration

RDT supports data hydration via the Data Hydration page. On this screen, users will be able to import templates in order to
hydrate the CMDB. For more information on the Data Hydration page, see Data Hydration.

RPS Provisioning

RDT supports RPS provisioning across two different screens: RPS Provisioning and Legion of Laptops.

In the RPS Provisioning screen, users can: select task maps, assign them to a node, and run the task map while monitoring the
output on a console. For more information, see RPS Provisioning.

Using Legion of Laptops, users can import RPS data from a previous export of the RPS database. For more information, see
Legion of Laptops.

Definitions
CMDB: Configuration Management DataBase
RPS: Rapid Provisioning System

API: Application Programming Interface
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What's New in 1.0.0 (January 31, 2022)
Added
e Added data hydration functionality
o Allows a user to use instance definitions and data mapping to hydrate a CMDB with confirmation data.
e Added provisioning functionality

o Using the RDTActions.json config file, a user can create actions and use those actions to assign task maps to targets.
The user can also use RPS Task management to provision the targets with detailed status and logs.

e Added Legion of Laptops functionality

o Allows a user to import data into the CMDB from an RPS XML export file.
e Added Export CMDB functionality

o Allows a user to export data in RPS XML export file.

Known Issues

e Some icons may not be shown correctly to the user in a deployed environment. This issue does not effect functionality.
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Introduction

RDT contains many settings designed to be configured by the LSI. These settings are in the appsettings.json file at the installed
location of RDT. The typical path for this file is: C:\Program Files\RPS\RDT\.

The table below contains all settings that are configurable by the LSI.

A IMPORTANT

Any setting in the appsettings.json file that is not listed in Table 1 should not be modified.

Settings
Table 1: RDT Settings

SETTING DESCRIPTION EXAMPLE

The path to the RDT Actions JSON file used to configure

S "C:\ContentStore\RDT\RDTActions. json"
the provisioning page.

ActionFilePath

The path to the RDT Hydration Config JSON used to

"C: RDT\DataH i figjson"
configure the inputs for the data hydration page. C:\ContentStore\RDT\DataHydrationConfigjson

HydrationConfigFilePath

The path to the instance definitions used for data

. "C:\ContentStore\RDT\InstanceDefs"
hydration.

InstanceDefFolderPath

The path to the data mapping JSON files used for data

hydration. C:\ContentStore\RDT\DataMappings

DataMappingFolderPath

Logging — LogLevel — The log level of what is logged by default. See Table 2 for

; . "Information”
Default more information about log levels.
Table 2: Log Levels
LEVEL USAGE
Verbose Verbose is the noisiest level, and rarely (if ever) enabled for a production app.

Debug is used for internal system events that are not necessarily observable from the outside, but useful when determining

Debu .
o how something happened.
Information Information events describe things happening in the system that correspond to its responsibilities and functions. Generally,
these are the observable actions the system can perform.
Warning When service is degraded, endangered, or behaving outside of its expected parameters, Warning level events are used.

Error When functionality is unavailable or expectations are broken, an Error event is used.



LEVEL USAGE

Fatal The most critical level. Fatal events demand immediate attention.
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Installation

The installation file, "RDT.Installer.msi", is located within C:\ContentStore on the local machine.
1. Double click on the installation file.

2. Click Next to proceed on Welcome Screen.

7 RDT.Installer — X

Welcome to the RDT .Installer Setup Wizard \' 1

The installer will guide you through the steps required to install RDT .Installer on your
computer.

WARNING: This computer program is protected by copyright law and international
treaties. Unauthorized duplication or distribution of this program, or any portion of it, may
result in severe civil or criminal penalties, and will be prosecuted to the maximum extent
possible under the law.

< Back Next > Cancel

Figure 1: Installation screen.

3. Select Installation folder



i

Select Installation Folder

The installer will install RDT .Installer to the following folder.

To install in this folder, click "Next". To install to a different folder, enter it below or click

"Browse".

Folder:
CAProgram Files\Default Company Name\RDT .Installery

Install RDT .Installer for yourself, or for anyone who uses this computer:

(O Everyone
(® Just me

< Back Next >

Figure 1: Select Installation Folder.

4. Confirm Installation

Browse...

Disk Cost...

Cancel



7

Confirm Installation

The installer is ready to install RDT.Installer on your computer.

Click "Next" to start the installation.

< Back

Figure 2: Confirm installation.

5. Click on close to finish installation.

Next >

Cancel



£ RDT.Installer — X

Installation Complete

RDT .Installer has been successfully installed.

Click "Close" to exit.

< Back Close Cancel

Figure 3: Complete installation.

Application Location

The RDT application, "RDT.exe", is located at C:\Program Files (x86)\RPS\RDT or at the location selected in step 3 of Installation
process There is shortcut created for the RDT in desktop.

Uninstallation
The RDT application can be uninstalled via Windows Settings or using the uninstallation file.
Uninstallation via Windows Settings

1. Navigate to "Settings", "Apps & features”, and search for "RDT".



& Home Apps & features

Find a setting ! Manage optional features

Search, sort, and filter by drive. If you would like to uninstall or

System move an app, select it from the list.

CJ Display rd X

EEr Sort by name ~

Apps & features

Ei? Show content from all drives

:=  Default apps

___IZ__I‘_ RDT.Installer 70.3 MB
L1 Notifications & actions LS Default Company Mame 3/25/2022
" Power & sleep
== Storage

Related settings

L Tablet mode
Programs and Features

O Multitasking
[t Apps for websites

@ About

Figure 3: Search for "RDT" in "Apps & features" to uninstall RDT.
2. Select the RDT application and click "Uninstall”.
Uninstallation via Uninstallation File

RDT can also be uninstalled by running RpsInstaller.msi file.
1. Double click on the uninstallation file.

2. Select to remove RDT option and Click Finish on the confirmation prompt.



Welcome to the RDT.Installer Setup Wizard

Select whether you want to repair ar rermove BOT Installer.

(@) Repair RO T Installer
() Remove BDT Installer

Figure 4: Click Finish to proceed with uninstallation.

3. Click close to complete the uninstallation process.
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Introduction

Data Hydration is a service within the RDT, which provides the ability to hydrate the CMDB. This service is intended to be used
before the provisioning process, to import existing data from a previous installation of RPS.

Usage

%2 Data Hydration Database: Rps

Process

Select a unit configuration template file to continue

% Export CMDB

Figure 1: This is the initial view the user sees when first navigating to the Data Hydration page.

The specific fields present on the screen is dynamically populated from the Data Hydration Configuration file, located in the
ContentStore\RDT\DataHydrationConfigjson.

Inputs

In order for the RPS data to be hydrated, the user must select an Instance Definition file containing the definitions they would like
to hydrate. This is done via the Unit Config template input. Additionally, the user must supply the files containing the data which
should be hydrated for the listed Instance Definitions as per the Data Hydration Configuration.

The Unit Config template input supports xIsx, xIs, and .csv file types. The other inputs support filetypes as listed in the Data
Hydration Configuration file.



Once the Unit Config template file has been uploaded, the table on the right displays the data read in from the file. See Figure 2
for an example of this with a single Instance Definition:

i Data Hydration Database: R ps

Unit Configurations O edit Mode
SystemType Telephonyld CIName Nomenclature Parent  UnitName

Provision 101 Provision Provision.InstanceDefinition Provision

Process

% Export CMDB

Figure 2: An example of a populated Instance Definition table. In this case, there is only 1 Instance Definition in the uploaded Unit
Config template.

Starting the Hydration Process

Once all inputs have been selected, press the Process button to read in the data and prepare for the hydration.



£ Data Hydration

(D Processing
Processing file inputs...

Processing
Processing Complete

Q, Build [ Generate Certificates §# Configure Master Keys v Validate # Export CMDB

Figure 3: Processed Data Hydration.

Once the input fields have been processed, they can no longer be changed. In order to modify an input field once the Process
button has been selected, the Process button becomes the Reset button. Pressing "Reset" clears all inputs and return the Data

Hydration screen to the original default view.

Upon processing the data, the Instance Definition table will be hidden and the console will be shown. Toast status messages
appears in the top right showing the status of the processing and whether it succeeded or failed.

Data Hydration Order of Operations

The order of operations for a Data Hydration process is Build — Generate Certificates — Configure Master Keys — Validate.

1. Build

When the Build button is selected, the Instance Definition and the data mappings listed in the input sheets are imported into the
CMDB. The progress is tracked through log statements, which appear in the console. An example of a successful build is shown in

Figure 4:



#= Data Hydration

7 Items «/ Build Complete.

- [uu‘s]m 11:‘1:2‘] [Informniinn]Stnrting Build... Build com DlEtEd SUGCGSS{U“Y
»[01/31/2022 11:41:24] [Information]lmporting Configuration [tem Provisi

»[01/31/2022 11:42:43] [Information]inveking Data Mapping on accounts

»[01/31/2022 11:42:47] [Information]Invoking Data Mapping on certificates

»[01/31/2022 11:42:52] [Information]invoking Data Mapping on networking

»[01/31/2022 11:42:54] [Information]Invoking Data Mapping on dnszone

> [01/31/2022 11:42:54] [Infermation]Build Completed.

Q, Build [ Generate Certificates §# Configure Master Keys + Validate # Export CMDB

Figure 4: Successful build.

If the build fails, a toast message appears stating that the build failed, in addition to a console log message. See Figure 5 for an
example of this:



£ Data Hydration

[03/28/2022 17-49:26][Information]Starting Build... See console for more information.
[03/28/2022 17:49:26][Information]importing Configuration Item Prov|
[03/28/2022 17:50:30][Information]invoking Data Mapping on accoun
[03/28/2022 17:50:31][Error] You are unauthorized to access protectec A Build Complete.
[03/28/2022 17:50:31][Error]Build Failed.

[03/28/2022 17:50:31][Warning]1 errors encountered. Please review 1

1 errors encountered.

A, Build [ Generate Certificates §# Configure Master Keys v Validate % Export CMDB

Figure 5: Build failure.

® NOTE

Error messages in the console are shown in an orange font.

2. Generate Certificates

Once the build has succeeded, self-signed certificates need to be generated. This can be done by clicking the "Generate
Certificates" button. Upon pressing this button, a PowerShell window appears that shows the output of this operation. The user
needs to press the Enter key to close the PowerShell window. Any errors in the script would be displayed in the PowerShell
window and is not visible in the console log window on RDT.

3. Configure Master Keys

Once the certificates are generated, Master Keys needs to be configured. This can be done by clicking the "Configure Master Keys"
button. This opens a PowerShell window which displays the output of the operation. Like Generate Certificates, this PowerShell
window does not exit until the user presses the Enter key, and all relevant messages and errors would be displayed in the
PowerShell window, not on the RDT console log.

4. Validate

Once the previous steps have been completed, the user can press the Validate button to begin the validation process. The result of
this process would be displayed in the console log window.

Export CMDB



Please refer to Export CMDB

Data Hydration Configuration File

The Data Hydration Configuration file is used to configure the inputs that appear on the Data Hydration screen. An example file is
shown below:

{
"ImportFields": [
{
"Name": "Input 1",
"DisplayName": "The First Input”,
"FileTypes": [
".x1sx",
".x1ls",
".csv"
1,
"Description": "Some description",
"WorksheetMappings": [
{
"DestSheetName": "Inputl",
"SourceSheetName": "sheetl"
}
1,
"DataMappings": [
{
"Table": "Tablename",
"MappingName": "Tablename.mapping.json",
"FilterName": "filtername",
"CIName": "ciname"
}
1
¥
1
}

The Data Hydration Configuration file contains the following fields:

e ImportFields: An array of the input fields present on the Data Hydration screen. Each entry in this array corresponds to a
new file input on the screen. This field is required. This is the only allowed root property. Each object in the array must be
unique. The properties listed below are the only valid values in each object of this array.

o Name: The name of the input. Type is a string. This field is required.

o DisplayName: The text to display above the input on the Data Hydration page. Type is a string. This field is required.

o FileTypes: The array of supported filetypes. Must have at least a single item. The available options are: ".xIsx", "xIs",
and ".csv". This field is required.

o Description: The description for this input. Type is a string. This field is required.

o WorksheetMappings: The array of worksheet mappings for the input file. Must have at least a single item. Each
object in the array must be unique. The properties listed below are the only valid values in each object of this array.
This field is required.

m DestSheetName: The destination worksheet name. Type is a string. This field is required.
m SourceSheetName: The worksheet name in the input file. Type is a string. This field is optional.

o DataMappings: The array of data mappings for the input file. Must have at least a single item. Each object in the array
must be unique. The properties listed below are the only valid values in each object of this array. This field is required.

Table: The table name. Type is a string. This field is required.
MappingName: The mapping JSON file. Type is a string. This field is required.
FilterName: The filter name, if any. Type is a string. This field is required.

CIName: The CIName, if any. Type is a string. This field is required.



The Data Hydration Configuration file is validated against the following schema:

{
"type": "object",
"properties": {
"ImportFields": {
"type": "array",
"uniqueItems": true,
"items": {
"type": "object",
"properties": {
"Name": {
"type": "string"
s
"DisplayName": {
"type": "string"
T
"FileTypes": {
"type": "array",
"minItems": 1,
"uniqueItems": true,
"items": {
"type": "string",
"enum": [
".xlsx",

.x1s",

]
}

.CSV

s
"Description": {
"type": "string"
Ts
"WorksheetMappings": {
"type": "array",
"minItems": 1,
"uniqueItems": true,
"items": {
"type": "object",
"properties": {
"DestSheetName": {
"type": "string"
s
"SourceSheetName": {
"type": "string"
¥
s
"required": [
"DestSheetName"
1,
"additionalProperties": false
}
s
"DataMappings": {
"type": "array",
"minItems": 1,
"uniqueItems": true,
"items": {
"type": "object",
"properties": {
"Table": {
"type": "string"
s
"MappingName": {
"type": "string"



1

"FilterName": {
"type": "string"

1
"CIName": {
"type": "string"
}
1
"required": [
"Table",

"MappingName",
"FilterName",
"CIName"
1
"additionalProperties": false
}
}
s
"required": [
"Name",
"DisplayName",
"FileTypes",
"Description",
"WorksheetMappings",
"DataMappings"
1,
"additionalProperties": false
}
¥
s
"required": [
"ImportFields"
1,

"additionalProperties": false

The DataHydrationConfigSchema.json file is used to validate the DataHydrationConfig.json file. Config validation takes
place upon navigating to the Data Hydration page. The DataHydrationConfigSchema.json file can be found at the following
relative path for the RDT executable: "..\resources\bin\Config\Schemas\DataHydrationConfigSchema.json".

Users sees a red error box in the top right-hand corner on the RDT window if validation fails, as seen in the following figure:

Hydration config is invalid!
Input string was not in a correct format.

Figure 10: Example showing a failed validation error message.
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Introduction

Legion of Laptops (LOL) is a service within the RDT that provides the ability to import an RPS data or security export file. This
service is intended to be used during the provisioning process to import existing data from a previous installation of RPS.

Usage

] Legion of Laptops Database: Rps

Rps Data

Select an RPS import source to continue

Figure 1: This is the view that the user will be presented with when initially navigating to the Legion of Laptops page.

Inputs

Before Legion of Laptops can be run, the user must select which import type they would like to perform. Additionally, the user
must supply a corresponding import source for the selected import type. The following file extensions are supported for each

import type:

e Data Import: xm(, json
e Security Import: .xml

The import source must be a valid RPS-generated export file obtained from a previous installation of RPS. Export files can be
generated either through the RPS Web GUI or through PowerShell. Please refer to RBAC: How to Import and Export Users with



the Web User Interface for detailed information on how to generate an RPS security export for an existing installation.

Because RPS supports encrypted exports, Legion of Laptops is capable of importing encrypted files. The user must select the
appropriate encryption type for the import source they have provided. The following encryption types are supported:

e Certificate + Password
e Thumbprint

Starting the Import Process

The Process button will become enabled once an import source is provided. Click Process to begin validation on the import source.
The user will then be notified if there were any issues with parsing or decrypting the import source. Please be sure that the
provided import source matches the selected import type.

Once the import source passes validation and the file content is successfully read, the user will be presented with a LogViewer
window. This window contains relevant log messages for the import process. It displays number of log messages during the
process.

The Clear button clears all the messages in the log viewer.

The Live button, seen in the upper right-hand corner of the screen, allows to toggle "live scrolling" of the log messages on or off.

Possible Outcomes

The user will be notified about whether the import succeeded upon completion of the process (as seen in Figure 2, below).

n Rapid Deployment Tool

L Legion of Laptops

Clear
Y‘ Success

[03/22/2022 12:29:19][Information]Starting Rps Security import ... Import Complete.
[03/22/2022 12:29:19][Information]importing User: d812d146-8552-35

[03/22/2022 12:29:19][Information]importing Role Assignment: f05d4702-54

[03/22/2022 12:29:19][Information]import Complete.

O Process

Figure 2 : This is an example of an RPS Data Import



Currently, RPS only supports imports through the legacy RPS Importer. The legacy importer does not handle conflicts if data
being imported already exists in the database (based off of the GUID). If data being imported already exists in the database, the
legacy importer will show errors. This does not indicate that the import process failed. The following figure offers an example of

this scenario:

[ Legion of Laptops

+/ Import Complete.

— [03/25/2022 17:19:45][Error]Error on User: ec6d5f83 dfa0 9f53 22970 26 error(s) encountered.

Rps Security found]

[03/25/2022 17:19:45][Information]importing User: f022fe1d-3808-a0 SUmomoaoens

[03/25/2022 17:19:45][Error]Error on User: f022fe1d-3808-a958-7c3f-086d0db42648: [User cannot be created - Duplicate User
found]

[03/25/2022 17:19:45][Information]importing User: f9836a4b-1b7a-f62e-61af-f6f6d627b341

[03/25/2022 17:19:45][Error]Error on User: f9836a4b-1b7a-f62e-61af-f6f6d627b341: [User cannot be created - Duplicate User
found]

[03/25/2022 17:19:45][Information]importing Role Assignment: 0a1d43fc-00dc-7488-¢1b0-57625b2b8de7

[03/25/2022 17:19:45][Infermation]importing Role Assignment: 0cc9821b-8523-faaf-ch05-111b4e223e9d

[03/25/2022 17:19:45][Information]importing Role Assignment: 2918ae97-e676-619e-cfh0-ce8620b83cha

[03/25/2022 17:19:45][Information]importing Role Assignment: 50f9c4c5-deld-aebe-3411-53400fc11678

[03/25/2022 17:19:45][Information]importing Role Assignment: 534534¢1-39dc-6dbe-d0ad-6d2e538ec563

[03/25/2022 17:19:45][Information]importing Role Assignment: 638d423e-23f6-801b-c3f5-e45chdecc593

[03/25/2022 17:19:45][Infoermation]importing Role Assignment: 7b07a0bb-295e-bb93-0922-784bfh7f68b9

[03/25/2022 17:19:45][Information]importing Role Assignment: 7ba26425-e5ce-e470-2700-a2be3dd09d62

[03/25/2022 17:19:45][Information]importing Role Assignment: 87dabe1b-9887-172d-b98f-c850b95f363d

[03/25/2022 17:19:45][Information]importing Role Assignment: 8bb02d7a-99ac-22fc-877f-1echd1d4e003

[03/25/2022 17:19:45][Information]importing Role Assignment: 9ae62c69-5¢17-a6bc-b683-63cch2a36¢77

[03/25/2022 17:19:45][Infoermation]importing Role Assignment: 8d71d430-4228-0a1d-56c8-8f05e1500922

[03/25/2022 17:19:45][Information]importing Role Assignment: b38679a8-048c-df14-00af-b978947ba993

[03/25/2022 17:19:45][Information]importing Role Assignment: b9317bd?2-4ab7-00fd-6403-b096cf18dc6a

[03/25/2022 17:19:45][Information]importing Role Assignment: ¢134ae3d-22d1-alef-f2f9-084f53cceele

[03/25/2022 17:19:45][Information]importing Role Assignment: ¢311d678-834e-5c1a-048d-f76a1afbe8al

[03/25/2022 17:19:45][Information]importing Role Assignment: ¢313fcdc-e79e-3464-6bal-5a7%a0e5e58b

[03/25/2022 17:19:45][Information]importing Role Assignment: ¢63d522¢-81b3-52bd-0e20-04df4fb89fce

[03/25/2022 17:19:45][Information]importing Role Assignment: d39404bb-b69c-ff7a-6895-c12694b5468a

[03/25/2022 17:19:45][Information]importing Role Assignment: dfd74ca3-a783-c259-b763-0e37fcb51776

[03/25/2022 17:19:45][Information]importing Role Assignment: e0122eac-3c02-aeal-270a-6600c7687bf8

[03/25/2022 17:19:45][Information]import Complete.

[03/25/2022 17:19:45][Warning]26 error(s) encountered. Please review the console log for further details.

Figure 3 : This is an example of an RPS Data Import which completed with errors encountered.

There are three possible outcomes of performing an import through LOL:

e Import Complete. (_ & no errors).
e Import Complete. (_ & error(s) encountered).
o Import Failed. (RediGastofification).

A green notification indicates that the import was successful. A yellow notification indicates that some data could not be imported.
A green notifications with message Import Complete. indicate that the import process at least completed. Import errors can occur
for multiple reasons. Review the errors carefully to determine if further action is needed.

A red notification with message Import Failed. indicates that the import process encountered an exception and did not complete.
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Introduction

RPS Provisioning is a service within the RDT that provides the ability to provision and configure Nodes through use of the Task
Management Service (TMS).

BE |

Rapid Deployment Tool

Database: Rps

Node Clear
Select Node... -
Node iz required

Target(s)

Select Target...

Target is required
Action

Select Action...

Action is required

Select node, target and action to continue

Figure 1: This is the view the user sees when navigating to the RPS Provisioning page.

The provisioning process consists of running through a sequence of Steps which are defined when the user selects an Action from
the dropdown. Each provisioning Step corresponds to a TaskMap assigned to the selected top level target and its children. When
the provisioning process is started, the Taskltems for each generated TaskAssignment are executed by TMS.

The functionality of RPS Provisioning can also be achieved through existing PowerShell cmdlets.

Please refer to the RPS Tasking Guide for more information on the aforementioned PowerShell cmdlets and tasking.

Configuration

The options available in the Action dropdown menu in RPS Provisioning are defined via a configuration file named
RDTActions.json. This file can be found at the following relative path for the RDT executable:
“..\resources\bin\Config\RDTActions.json".



The following snippet is an example of an RDTActions.json configuration for RPS Provisioning which contains a single Action
called "Install-Rps"; however, a configuration file may contain multiple Actions.

[
{
"Name": "Install-Rps",
"Steps": [
{
"DisplayName": "Install",
"TaskMapName": "Install-Rps"
}
]
}
]

An Action may contain multiple Steps; however, in the example above, only one Step is defined. The "DisplayName" property is
used to reference the Step in the Ul. The "TaskMapName" property is used to associate the Step with a particular TaskMap.

Figure 2: The RDTActions.json file is used to populate the dropdown for the Action input seen in this example. Users may select
which Action they would like to execute.

Users may add or remove an Action from the configuration by editing the RDTActions.json file.

Validation

The RDTActionsSchema.json file is used to validate the RDTActions.json file and initiates upon navigating to the RPS
Provisioning page. The RDTActionsSchema.json file can be found at the following relative path for the RDT executable :
"..\resources\bin\Config\Schemas\RDTActionsSchema.json".

If validation fails, users sees a red error box in the top right-hand corner of the RDT window, as seen in the following figure:



&% Rps Provisioning

Failed to load RDT Actions
Unable to load RDT Actions.

Select node, target and action to continue

Figure 3: Example showing failed validation error message.

The following snippet is an example of an RDTActionsSchema.json file used for validation:



"type": "array",
"uniqueItems": true,
"minItems": 1,
"items": {
"type": "object"”,
"properties": {
"Name": {
"type": "string"
s
"Steps": {
"type": "array",
"minItems": 1,
"uniqueItems": true,
"items": {
"type": "object"”,
"properties": {
"DisplayName": {
"type": "string"
s
"TaskMapName": {
"type": "string"
}
s
"required": [
"DisplayName",
"TaskMapName"
1
"additionalProperties":
}
}

false

¥

"required": [
"Name",
"Steps"

1

"additionalProperties": false

Based on the above schema, the RDTActions.json file may contain the following fields:

e An array of Actions to be presented within the Action dropdown on the RPS Provisioning screen. Each entry in this array
corresponds to a single Action in the dropdown. At a minimum, one Action must be provided. Additionally, each Action
must be unique.

o Name: The name of the Action. Type is a string. This field is required.
o Steps: The array of Steps for the Action. Must have at least a single Step. Each Step in the array must be unique. The
properties listed below are the only valid values in each object of this array. This field is required.
= DisplayName: The name to display in the Ul for the Step. Type is a string. This field is required.
a TaskMapName: The name of the TaskMap for this Step. Type is a string. This field is required.

Additional properties are not allowed anywhere in the RDTActions.json file based on the schema.

Usage

To use the Provisioning service, users must select an item from the Node, Target(s), and Action dropdown fields. The fields must
be populated in order, beginning with Node and ending with Action. The Node field dictates which targets are available to
provision.

When the Action field is populated, the user will be shown a preview of TaskAssignments that will execute when the RDT Tool is
run. After all three fields are populated, the Run button will be made available in the bottom right-hand corner.



@5 Rps Provisioning Database: Rps

Configure RPS

NOSC.rps.local

Task Name Duration Task State

Remove-HypervVirtualMachine Pending

Set-HyperVVirtualMachine Pending

Wait-TargetReady Pending

Set-WinRMSettings Pending

Set-EncryptionSettings Pending

Copy-DscModules Pending

Compress-DscModules Pending

Step1/2

Figure 4: Example of the preview that users will see after populating the Action field.

The Steps for the selected Action are shown at the top of the page above the header Tasks. In this example there is only one Step,
"Install", as indicated by the blue bubble. Executions requiring multiple Steps will be listed sequentially from left to right.

The items listed as Tasks are also ordered sequentially and are based on the TaskMap associated with the current Step. Each Task

can be clicked on to view which Targets have an assignment. Please visit RPS Task Assignment Diagram for more information on
how TaskAssignments are made.

When the Run button is clicked, the assignments shown in the preview window will be executed by TMS. The icon to the right of

each Task indicates its current status and will automatically update progress as each Task completes. The following list defines the
corresponding Task statuses for each icon:

2 Not Ready, Ready, Pending, Assigned

% Running

Z Retry

4\ ErrorContinue, PendingUserAction, Warning, Removed
® Canceled, ErrorStop

& Completed

? Questions



© NOTE

Only the icon will be displayed in RDT; however, the specific statuses listed above can been seen if the TaskAssignments are queried via

PowerShell.

The status for each Task is refreshed every 3 seconds. Additionally, if a user briefly navigates away from this page and then
returns, the existing Tasks will be loaded from the CMDB if the same inputs are selected. In this situation, the Run button would
remain disabled since the assignments have already been created and executed by TMS. The user would also be notified via a

toast (pop-up) notification that the current Step was loaded from the CMDB.

@5 Rps Provisioning

Configure RPS @ Step loaded.
Current step loaded from CMDB
NOSC.rps.local

Step1/2

Figure 5: Example of a toast (pop-up) notification for an existing assignment.

Users may also track RPS Provisioning status and learn more detailed information through the logs displayed in the Console Logs
box. Users may also navigate between Steps, to view their corresponding Tasks and statuses, by clicking the Previous and Next
buttons below the console.



&% Rps Provisioning

Configure RPS +/ TaskMap Assignment Created X
Task Map Assignment created between
NOSC.rps.local task map 'InstalF-Rps’ and target
'NOSC.rps.local

Task Name Start Time
{9 Remove-HyperVVirtualMachine Pending

{) Set-HyperVVirtualMachine Pending
{0 Wait-TargetReady Pending
{0 Set-WinRMSettings Pending
{9 SetEncryptionSettings Pending
{) Copy-DscModules Pending

{9 Compress-DscModules Pending

[03/25/2022 21:25:52][Infermation]Waiting for TMS... This may take over a minute.

Step1/2

Figure 6: Example of a provisioning process that has been started, and is waiting on TMS.

The Live button, seen just above the Console Logs box, allows users to toggle "live scrolling” of the console messages on or off.

Possible Outcomes

RPS Provisioning will complete once TMS has executed all of the Tasks within each Step. The following statuses indicate that the
Task has been executed:

e = Completed
e A ErrorContinue
e @ Canceled, ErrorStop

Any other status than listed above indicates that the Task has not yet been run. Once all Tasks have been executed, the Run button
will become enabled again, which signifies that the provisioning process has completed.

To confirm successful completion, expand and examine each Task status, and review the console logs.
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Overview

iPXE is an open source network boot firmware that can boot in various ways, such as from a web server via HTTP.

The iPXE feature of RDT provides a way to generate an iPXE image that can be used to make a bootable disk.

Inputs

o PXE script - A script must be selected to override the default behavior of iPXE. This script will be embedded within the iPXE
(binary) firmware that is generated.

e PXE source code location - The iPXE source code location must be selected so that RDT knows where the code is to build the
firmware. By default this location will be a relative path based on the local node's content store, e.g.
C:\ContentStore\Utilities\ipxe\src\ .

e Certificate - A certificate must be selected to enable HTTPS communication. This certificate will be used when the iPXE
firmware is generated as the certificate and trusted root.

Outputs

e Bootable device - A device must be selected for the iPXE firmware to be applied to. This will make the device bootable via
the iPXE firmware.

Building a Bootable iPXE disk

e Fill out the required fields:
o iPXE script
o iPXE source code location
o Certificate
o Bootable device

e Click on the Build button to generate the iPXE firmware and to create the bootable device.
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m v Success

[03/29/2022 12:06:02][Information]Starting iPXE build .. Build Complete.
[03/29/2022 12:06:02)[Information]cd "/mmnt/c/ContentStore”
[03/29/2022 12:06:02][Information]sed -i 's/undef{[:space: ]DOWNLOAT_FROTU_H
[03/29/2022 12:06:02][Information]unlink RpsRoot.cer

[03/29/2022 12:06:02][Information]in -s -f “/mnt/c/ContentStore/Certificates/RpsRoot.cer” RpsRoot.cer

[03/29/2022 12:06:02][Information]make bin-x86_64-efi/ipxe.efi CERT=RpsRoot.cer TRUST=RpsRoot.cer EMBED="/mnt/c/
ContentStore/iPxeDistro/boot.ipxe”

[03/29/2022 12:06:04][Information]make: Nothing to be done for "hin-x86_64-efi/ipxe.efi’.

[03/29/2022 12:06:04][Information]Starting format of disk: E)\

[03/29/2022 12:06:05][Information] The type of the file system is EXFAT.

[03/29/2022 12:06:05][Information]QuickFermatting 95.2 GB

[03/29/2022 12:06:05][Information]Volume dismounted. All opened handles to this volume are now invalid.
[03/29/2022 12:06:05][Information]initializing the File Allocation Table (FAT)...

[03/29/2022 12:06:05][Information]Creating file system structures.

[03/29/2022 12:06:05][Information]Format complete.

[03/29/2022 12:06:05][Information] ~ 95.2 GB total disk space.

[03/29/2022 12:06:05][Information]  95.2 GE are available.

[03/29/2022 12:06:05][Information] 779,629 allocation units available on disk.

[03/29/2022 12:06:05][Information] 32 bits in each FAT entry.
[03/29/2022 12:06:05][Information]Volume Serial Number is 9646-CC37
[03/29/2022 12:06:05][Information] 131,072 bytes in each allocation unit.
[03/29/2022 12:06:05][Information]Finished formatting disk: Ex\

[03/29/2022 12:06:05][Information]Starting copying iPXE firmware to disk: EX\
[03/29/2022 12:06:05][Information]Build Complete.

[03/29/2022 12:06:05][Infermation]Finished copying iPXE firmware to disk: EX\

Figure 4: Successful build.
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Introduction

Export CMDB is a service within the RDT that provides the ability to export the newly hydrated CMDB.

3c7] Rapid Deployment Tool \;‘i-

G Bxport CMDB @ Documentation  Database: Rps

Encryption Type

Certificate + Password Thumbprint

Certificate Upload

File iz not selected

Export Type

Rps Data Rps Security

Figure 1: Export CMDB page.

Inputs

The following are the two encryption types:

e Certificate + Password
e Thumbprint

If encryption type is Certificate + Password, user must enter password associated with the selected certificate.



Rapid Deployment Tool

C: Export CMDB @ Database: Rps

Encryption Type

Certificate + Password Thumbprint

Certificate Upload

NOSC.rps.local_RpsaApi.pfx n

T T YT YTTY Y

Export Type

Figure 2: Certificate with Password as Encryption Type.

If the encryption type is Thumbprint, user must select valid thumbprint value from the dropdown list.
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f Home -2 DataHydration L1 Legion of Laptops &8 Rps Provisioning "\ Baremetal Provisioning “\ iPXE [5* Export CMDB @ Documentation

Database: Rps

Encryption Type

Certificate + Password Thumbprint

Certificate Thumbprint

CN=localhost (SFEC026B4FBAFAES8531CACE7C4E432E02DA8242 ~

Export Type

Figure 3: Thumbprint as Encryption Type.
The following are the two export types:

e Rps Data
® Rps Security

If the export type is Rps Data, user must select one of the appropriate avaliable option from the dropdown list.
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= Export CMDB Database: Rps

Encryption Type

Certificate + Password Thumbprint

Certificate Thumbprint

CN=localhost (5FEC026BA4FB4FAE8531CACE7C4E432E02DA824Z ~

Export Type
Rps Data Rps Security

All -

Figure 4: Rps Data as Export Type.
Rps Security does not have any options.
Starting the Export Process

The Export button becomes enabled when valid encryption type and export type is provided. Click Export to begin hydrated cmdb.
This exported file can be used in Legion of Laptops and import source file.

Regardless which method is used, upon completion of the export, status messages will be shown in the upper right-hand corner
alerting the outcome of the export, as seen in Figure 9.

Figure 5: Export complete status messages.
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